w | ISAUNIted

INSTITUTE OF SECURITY
ARCHITECTURE UNITED

U.S. States Cybersecurity Law Category Presence Matrix

Matrix 1

CPL U.S. States Alignment




U.S. State Cybersecurity Law Category Presence Matrix

This matrix provides a high-level view of the U.S. state cybersecurity law landscape by category. It shows where state-level obligations commonly exist across
breach notification, unlawful access statutes, privacy duties, and key sector overlays, including insurance, education, health data, and government governance.
Two categories are universal across all states: breach notification and computer crime and unlawful access statutes. Other categories vary by state and by sector.

For CPL, this matrix establishes the jurisdictional context in which practitioners and organizations must operate. It supports state selection during CPL registration
and informs the jurisdiction profile checklist that guides governance alignment. The objective is clarity and repeatability: a shared view of which legal categories
exist in a state, before mapping them to engineering standards and evaluation expectations.
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= Present

© = Present - limited scope or in verification
— = Not identified in scope
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State Juri_sdiction B_r(_aaclj Computer Crime and Comprehen§ive State Gpvernment Insur_ance Edl'lcation De?ta Health Data Pl_'ivacy
Profile Code Notification Unlawful Access Consumer Privacy Cybersecurity Governance |[Cybersecurity Program|| Security and Privacy and Security

[Alabama  |[us-AL | I | — | D) | | 0 [ 0 |
[Alaska [us-AK | | | — | © [ 0 [ 0 [ ° |
|Arizona ||US—AZ || ” || — || © || || o ” ° |
|Arkansas HUS—AR “ ” H — H © H — H © H © I
[Califomia _||Jus—cA | | I | © | [ © [ ° |
|Co|orado ||US—CO || ” || || © || || © ” © |
[Connecticut |lus—cT [ | | | 0 | | © [ © |
|Delaware ||US—DE || ” || || © || || © “ 0 |
[Florida [us—FL | | I 0 | D) | — [ L [ 0 |
[Georgia | US—GA [ [ [ - [ © [ — [ ) [ © |
[Hawaii [Us—HI | I I — | © | | © [ 0 |
lidaho [us-ID | | | — | 0 [ — [ ° [ ° |
[ilinois lus-iL | | | — | D) | [ 0 [ 0 |
indiana ___||US_IN I I [ o [ ° [ [ © [ ) |
lowa lus—ia | [ | [ © | | © | © |
[Kansas [us—ks | | | — | 0 [ — [ © [ ° |
|Kentucky HUS—KY ” ” H © H 0 H H © H © ‘
[Couisiana _ ||us-LA | | | — | © | | © [ 0 |
Maine [us-mE | I | — | © | [ 0 [ ° |
|Mary|and HUS—MD ” ” H H © H H © H © ‘
|Massachusetts||US—MA || ” || — || 0 || — H © ” © |
|Michigan HUS—MI ” ” H — H © H H © H ° ‘
[Minnesota  |lus-MN [ | | | © | [ o [ © |
[Mississippi  [Jus—Ms | | | — | D) | [ 0 [ 0 |
|Missouri HUS—MO ” ” H — H © H H © H o ‘
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|Montana HUS—MT H H H H © H H © H © ‘
[Nebraska  ||US-NE | [ | | © | © [ © [ © |
INevada lus—Nv | [ | — | © | — [ 0 [ 0 |
”gvr:gpshire US-NH © © °
[New Jersey ][US-NJ I | | | D) | | 0 [ © |
[New Mexico |[uS—NM | [ | — | © | 0 [ o [ . |
[New York  |lus—NY | | I — I © | | © | ) |
[North Carolina|lus-NC | I | — | © | | © [ © |
[North Dakota |[US-ND | | | — | © | | o [ © |
[ohio [us—oH I [ | — | © | [ 0 [ © |
[Okiahoma _ ||us—oK | | | — | © [ | © [ © |
loregon |lus—oR | | | | © | | © [ . |
|Pennsylvania HUS—PA H H H — H © H H © H © ‘
[Rhode Island ||US—RI I || I o I ° [ [ © | © |
T - ° 0 °
[South Dakota ||[US-SD | | | — | © | | 0 [ © |
|Tennessee ||US—TN || || || || © || || o H © |
|Texas HUS—TX H H H H 0 H — H o H © ‘
|Utah lus-ut [ | [ [ © [ [ © I © |
|Vermont HUS—VT H H H — H © H H © H © ‘
[Virginia lus-vA I | | | © | | © | © |
|Washington  |US-WA | I | — | © | — | 0 [ © |
|West Virginia HUS—WV H H H - H 0 H o H o H © ‘
Wisconsin _|[us-wi I [ | — | © | [ 0 [ © |
Wyoming _JJus-wy I I [ — [ © | | ° | © |
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