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About ISAUnited.org

ISAUnited.org® is a growing professional standards development organization (SDO)
dedicated to advancing the discipline of security by design, architecture, and
engineering. As a global association, ISAUnited.org helps individuals and enterprises
unlock the full potential of technology by promoting best practices and fostering
innovation in security.

Technology powers today’s world, and ISAUnited.org equips security professionals with
the knowledge, credentials, education, and community they need to advance their
careers and transform their organizations. By leveraging the expertise of community-
engaged professionals in information and cybersecurity, governance, assurance, risk,
and innovation, ISAUnited.org stands at the forefront of shaping the future of secure
enterprise architecture and engineering.

Headquartered in the United States, ISAUnited.org is committed to promoting a global
presence and delivering programs emphasizing collaboration, clarity, and actionable
solutions to today's and tomorrow's security challenges. With a focus on security by
design, the institute champions the integration of security into every stage of
architectural and engineering practices, ensuring robust, resilient, and defensible
systems for organizations worldwide.

ISAU-FAM-111-v1.2025-DLOOP



) Page 4 of 31
W ISAUnited 9
o e INSTITUTE OF SECURITY

ARCHITECTURE UNITED

Disclaimer

The concepts, frameworks, methodologies, models, and other digital content
(collectively referred to as "Work") provided by ISAUnited.org are intended for
informational and educational purposes only.

While ISAUnited strives to ensure the accuracy and reliability of its Work, we make no
representations or warranties of any kind, express or implied, about the Work's
completeness, accuracy, reliability, suitability, or availability.

By accessing and using our Work, you acknowledge and agree to the following:

e No Guarantee of Outcomes: ISAUnited does not guarantee that using any Work
will ensure successful outcomes or specific results.

e Professional Judgment Required: “The Work’ should be considered one source of
information. Enterprise governance, information technology, assurance, risk, and
security professionals should apply professional judgment when using our Work.

¢ No Professional Advice: The Work does not constitute professional advice. Users
should consult with qualified professionals before making decisions or taking
actions based on our Work.

e Limitation of Liability: ISAUnited shall not be liable for any direct, indirect,
incidental, consequential, or exemplary damages resulting from the use or
misuse of the Work.

¢ Intellectual Property: All Work is protected by copyright and other intellectual
property laws. Users may not reproduce, distribute, or create derivative works
without explicit permission from ISAUnited.

e Updates and Changes: ISAUnited reserves the right to modify, update, or
discontinue any part of the Work without prior notice.

¢ No Attorney-Client Relationship: Use of the Work does not create any
professional relationship, including an attorney-client relationship.

By using ISAUnited's Work, you agree to indemnify and hold harmless ISAUnited, its
employees, contractors, and affiliates from any claims, damages, or expenses arising
from your use or misuse of the Work.

This disclaimer is subject to change without notice. It is your responsibility to review this
disclaimer periodically for any updates.
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Abstract

The complexity of modern cybersecurity demands more than fragmented defenses and
ad hoc engineering efforts. As organizations operate across cloud, hybrid, and
interconnected systems, a disciplined, repeatable, and auditable engineering lifecycle
has become critical.

The D-Loop Method—developed under ISAUnited—provides a universal, tool-agnostic
cybersecurity engineering system structured around six key phases: Define, Design,
Deploy, Detect, Defend, and Document.

This method integrates systems thinking, tooling enforcement, traceability matrices, and
auditable outputs at every stage of the engineering process. It ensures that security is
embedded from inception and remains measurable, defensible, and adaptable across
diverse environments.

By aligning engineering operations with Defensible 10 Standards and Cybersecurity
Engineering Concepts (CECs), the D-Loop enables organizations to achieve operational
resilience, enhance audit outcomes, and integrate security as a dynamic technical
system—designed to address today's threats and tomorrow's innovations.

Audience

This work will benefit architects, engineers, and analysts engaged in security
architecture. You should be well-versed in information technology fundamentals,
network and security design concepts, and generic security architectural concepts and
frameworks as a prerequisite.

@ This document may include action steps to help security design practitioners
— | use this methodology.

ISAU-FAM-111-v1.2025-DLOOP
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Our Pledge

All security architecture designers must adhere to, apply, integrate, mandate, and champion our
comprehensive set of core elements. These core elements encapsulate the guiding philosophy
for security architects, establishing a framework that safeguards digital landscapes and
contributes to broader societal well-being. From embracing best practices to fostering inclusivity,
ethical conduct, and continuous learning, these 10 core elements serve as the foundation upon
which ISAUnited builds a community dedicated to the relentless pursuit of excellence in security
architecture design. In unison, these guiding principles chart a course toward a future where
security architects play an indispensable role in shaping secure, resilient, and sustainable digital

ecosystems.
28 W=l ‘Secure Design Excellence’ (SDE)

Adopt and apply best security design practices, frameworks, and standards

Embrace industry-leading security design methodelogies and stay abreast of evolving standards to ensure
the implementation of robust and effective security architectures.

Ensure all technology infrastructure and networks are safe, resilient, and sustainable

Fricritize the development and maintenance of secure, resilient, and sustainable technology infrastructures,
fostering am environment that can withstand evolving cyber threats and technolegical challenges.

L
Advance the educational and professional standards for security architecture design
Actively contribute to the enhancement of educational and professional standards by supporting initiatives
that promete continuous learning, certification programs, and knowledge-sharing within the security
architecture community

@

Promote the value of secured architecture as an essential role in society
Advocate for the recognition of security architects as integral contributors to societal well-being,
emphasizing the critical role they play in safeguarding sensitive information, critical systems, and the overall
digital landscape.
@

Embrace diversity and inclusivity in security architecture

Foster a culture that values diversity and inclusivity, acknowledaging that a wide range of perspectives
enhances creativity and problem-solving capabilities within the sscurity architecture domain.

@
Maintain ethical and transparent practices

Upheld the highest ethical standards in all security architecture endeawvors, promoting transparency,
integrity, and accountability in decision-making processes and interactions with stakeholders.

@
Collaborate with interdisciplinary teams
Encourage collaboration with professionals from diverse fields, recognizing the interdisciplinary nature of
security architecture. Foster partnerships that leverage varied expertise to address complex challenges
effectively

@

Stay informed about emerging threats and technologies

Comimit to continuous learming and staying abreast of the latest developments in cybersecurity threats and
technolegies. This includes proactive engagement with industry tremds, research, and evolving threat
landscapes.

Prioritize user experience and accessibility

Integrate user experience and accessibility considerations into security architecture designs, ensuring that
security measures do not compromise usability and inclusivity for end-users.

.
Contribute to the broader community and knowledge-sharing

Actively participate in community forums, conferences, and knowledge-sharing initiatives to contribute
expertise, share insights, and collaborate with peers in advancing the field of security architecture for the
greater benefit of the community and society at large.

The SDE can be reviewed and downloaded here: https://www.isaunited.org/isaunited-security-
architecture-security-by-design-pledge

ISAU-FAM-111-v1.2025-DLOOP
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Document Management
Document: ISAU-FAM-111-v1.2025-DLOOP

Forward

This methodology presents methods and practices for integrating security by design into
security operations. Due to the complexity of technical architecture designs, this
methodology does not provide practices or instructions for every situation.

Shall: As used in a standard, “shall” denotes a minimum requirement for
conformance.

Should: As used in a standard, “should” denotes a recommendation that is
advised but not required to conform to the standard.

ISAU-FAM-111-v1.2025-DLOOP
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The D-Loop Method or 6D’s

A Universal Cybersecurity Engineering Defense Method

1. Introduction

1.1 Overview of the D-Loop Method

The D-Loop Method, branded under ISAUnited, represents a modern, disciplined
approach to cybersecurity engineering. It applies uniformly to any tool, component, or
system of systems, providing an auditable lifecycle that guides engineers from concept
to operational resilience. Whether managing a standalone security platform, a hybrid
cloud service, or an enterprise ecosystem, the D-Loop ensures that structured security
engineering practices are in place at every stage.

This universal cybersecurity engineering system, branded under ISAUnited and known
as the ‘D Loop Method’ or the ‘6Ds’, represents a modern and disciplined engineering
approach that applies uniformly to any tool, component, or system of systems. Whether
managing a standalone security platform, an API gateway, a hybrid cloud service, or an
interconnected enterprise system, the 6Ds provide a complete and auditable lifecycle
that guides security engineers from concept to operational resilience.

1.2 The Role of Tooling in Cybersecurity Engineering

In Cybersecurity Engineering, tooling refers to the software, systems, platforms, and
automation technologies implemented, configured, and maintained to enable, enforce,
and measure security controls, defenses, and operations. It is the backbone of how
cybersecurity engineering manifests in practice, turning abstract security policies and
architectural designs into functional, repeatable, and measurable security outcomes.

Tooling enables the practical enforcement of engineering concepts by translating design
principles into real-world deployments. A Zero Trust architecture, for instance, is
executed through identity access tools, segmentation firewalls, and policy automation.
Additionally, tooling facilitates data collection and feedback through telemetry, logs,
alerts, and metrics, providing essential insight into the effectiveness of architectures and
controls. With orchestration and automation capabilities, engineering scales across
cloud, hybrid, and on-premises ecosystems, driving repeatability and consistency.

ISAU-FAM-111-v1.2025-DLOOP
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1.3 Engineering Traceability and Execution

Each control, integration, and dependency can be traced through tooling, defining the
configuration options, behaviors, and security tasks (such as scanning or blocking) that
form the core of the engineered system. Moreover, tooling serves as the execution
engine behind security models, such as the Adversary-Centric Defensive Architecture
(ACDA) or Cybersecurity Engineering Concepts (CECs); without tooling, these models
remain theoretical. Lastly, tooling delivers defensibility and auditability through
configuration baselines, audit trails, and compliance-ready outputs.

1.4 The Six Lifecycle Phases of the D-Loop

The 6Ds method—Define, Design, Deploy, Detect, Defend, and Document—was
developed to instil discipline, consistency, and traceability in cybersecurity engineering
practices. These six lifecycle stages ensure that every system or component is
implemented correctly, defined by purpose, secure, configured for resiliency, monitored
for behaviour, actively defended, and fully documented for audit and compliance.

Figure 01. The D-Loop breakdown method

Document Define

Establish identity, purpose, boundaries,
risks, and business relevance Create a
shared baseline for design and
validation.

Compile lifecycle evidence, including
artifacts, approvals, and logs, ensuring
transparency, traceability, and audit
readiness._

2

Defend ISAumted Design

Develop a structured security
Validate security controls through @@: architecture with controls, trust
testing, adversarial simulations, and boundaries, and integration points,

mitigation of configuration drift to The D-LOOP ensuring security by design.

ensure resilience. } }
An Engineering Model

Detect Deploy

Implement the design using secure

configurations, infrastructure-as-code,

and compliance standards. Track
changes and enforce controls.

Enable logging, monitoring, and alerts
to observe system behavior and detect
security events in real time.
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The 6Ds is an engineering tool that is agnostic and system-adaptable at its core,
allowing security engineers to apply it across varied technologies, cloud environments,
platforms, or integration layers. It eliminates fragmentation and reactivity in engineering
practices by enforcing repeatable engineering checkpoints. Each checkpoint outputs
technical artifacts that can be measured, validated, and audited. These artifacts align
directly with ISAUnited’s Defensible Standards and Cybersecurity Engineering
Concepts (CECs), providing a seamless bridge between architecture, engineering, and
governance.

Through this universal system, organizations will gain the ability to standardize how
security is designed and deployed across their environments, reducing ambiguity,
improving audit outcomes, and enabling future licensing and attestation programs. As
cybersecurity continues to mature, the 6Ds method sets a precedent for engineered
precision, making security design not just a discipline but a defensible practice.

ISAUnited is proud to offer the 6Ds method to its members and the broader
cybersecurity community as a practical foundation for securing modern enterprises with
engineering integrity and architectural clarity.

1. Define - The Define phase establishes the foundational identity and purpose
of the engineered system, tool, or component. It formalizes its boundaries,
expected behaviors, risk profile, and business relevance. This stage ensures the
engineering team has a shared understanding and documented baseline from
which all subsequent design and validation work begins.

2. Design - The Design phase translates the definition into a structured,
defensible security architecture. It includes the placement of controls, integration
points, trust boundaries, and system-level interaction models. The design work is
guided by ISAUnited’s architectural principles, ensuring that security is
embedded from the outset.

3. Deploy - The Deploy phase implements the approved design using secure
configurations, infrastructure-as-code, and tooling standards. It establishes the
technical state of the system, ensuring alignment with security hardening
requirements and enforcing configuration control. Deployment includes system
registration, change tracking, and control integration.

4. Detect - The Detect phase activates telemetry and observability across the
system. Engineers implement logging, monitoring, and alerting mechanisms to
track security events and system behaviors in real-time. This phase ensures that
detection capabilities are present, effective, and aligned with adversarial threat
models.

ISAU-FAM-111-v1.2025-DLOOP
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5. Defend - The Defend phase confirms that security controls are not just present
but operational and enforced. It includes active testing, adversarial simulation,
validation of access restrictions, and mitigation of configuration drift. This phase
proves the system's resilience and response capability under threat.

6. Document - The Document phase compiles all lifecycle evidence into a
complete, auditable package. It includes traceability matrices, engineering
artifacts, logs, approvals, and lessons learned. This final phase ensures the
entire lifecycle is transparent, reviewable, and ready for audit or external
attestation.

1.5 Organizational Benefits of the D-Loop

Organizations adopting the D-Loop eliminate fragmentation in cybersecurity engineering
practices, enforce repeatable checkpoints, and create measurable security artifacts.
The method enables standardization across diverse ecosystems, improves audit
outcomes, and establishes security engineering as a rigorous, defensible, and resilient
discipline.

ISAU-FAM-111-v1.2025-DLOOP
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2. Background

Mature engineering disciplines evolve through the systematic application of lifecycle
methodologies. Civil, aerospace, mechanical, and systems engineering establish
structured processes rooted in requirements definition, architectural design,
implementation, validation, and continuous audit. These fields understand early that
engineering outcomes must be repeatable, measurable, and defensible, with each
phase producing tangible artifacts and evidentiary outputs.

Critical infrastructures, such as bridges, aircraft, and communication networks, succeed
because they rely on rigorous engineering systems, not informal practices. Standards-
based methods ensure resilience, safety, and accountability, building trust that lasts
across generations.

In contrast, despite rapid technical advancements, cybersecurity lags in adopting the
same engineering rigor. Historically, cybersecurity engineering treats implementation as
a series of tactical operations: deploying controls, responding to incidents, and
configuring defenses without a unified, traceable lifecycle. Adversarial testing often
occurs after deployment. Documentation happens inconsistently. Evidence for audit
trails remains incomplete or reactive.

As enterprises accelerate into hybrid, multi-cloud, and interconnected environments,
this fragmentation of cybersecurity engineering practices introduces operational risk:

e Inconsistent security control deployment across environments

e Lack of traceability between design intent and technical enforcement
« Gaps in auditability, compliance validation, and governance oversight
e Increased exposure to adversarial exploitation and configuration drift

Cybersecurity engineering must transform from a tactical activity to a lifecycle discipline.
It must adopt engineering rigor that demands traceability, evidence generation,
validation, and auditable integration at every checkpoint.

The D-Loop Method provides this foundation. Built on systems thinking and defensibility
principles, the D-Loop modernizes cybersecurity engineering into a repeatable,
structured, lifecycle-driven discipline that meets today’s operational demands—and
anticipates tomorrow’s threats.

ISAU-FAM-111-v1.2025-DLOOP
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3. Problem Statement

Cybersecurity engineering today faces a critical maturity gap.

While technology adoption accelerates across hybrid cloud, SaaS, and interconnected
platforms, cybersecurity practices often remain fragmented, tactical, and disconnected
from structured engineering lifecycles. Many organizations deploy tools and controls
reactively, without formal definition, lifecycle traceability, or measurable validation
checkpoints.

This operational method creates significant risks:
o Security architectures drift from their original design intent.
« Control effectiveness remains untested or unverified across environments.
e Documentation for auditing and compliance becomes inconsistent or incomplete.

o Engineering decisions lack traceable artifacts, exposing gaps during adversarial
activity or governance review.

Cybersecurity engineering cannot consistently enforce security principles, resist
adversarial threats, or prove compliance without a disciplined, auditable lifecycle.
Reactive control deployment, siloed tooling integration, and a lack of traceable
validation leave organizations vulnerable to misconfiguration, operational failure, and
governance breakdown.

The cybersecurity landscape demands more than best-effort defense. It requires a
defensible, evidence-producing engineering lifecycle that aligns system behaviors with
intended designs, enforces security controls proactively, and delivers measurable
assurance at every phase.

The D-Loop Method directly addresses these gaps. It provides a structured, lifecycle-
based cybersecurity engineering methodology where every tool, system, and control
undergoes formal definition, design, deployment, telemetry activation, defense
validation, and evidence documentation—transforming cybersecurity into a discipline of
resilience, repeatability, and auditability.

ISAU-FAM-111-v1.2025-DLOOP
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4. Purpose and Scope

The D-Loop Method establishes a universal, disciplined approach to cybersecurity
engineering.

Its purpose is to standardize how security engineers design, deploy, validate, defend,
and document cybersecurity solutions across diverse environments—including cloud-
native, hybrid, SaaS, on-premises, and system-of-systems architectures.

The D-Loop provides a structured engineering lifecycle built on six critical phases:
« Define: Establish identity, purpose, scope, and system boundaries.
o Design: Architect security controls, trust zones, and integration models.
e Deploy: Implement secure-by-default configurations and control enforcement.
o Detect: Activate telemetry, monitoring, and behavior observability.
o Defend: Validate operational security through testing and adversarial simulation.

« Document: Consolidate lifecycle evidence, traceability matrices, and audit
artifacts.

Each phase enforces measurable checkpoints, outputs traceable technical artifacts, and
integrates seamlessly with tooling ecosystems (e.g., Infrastructure-as-Code, SIEM
platforms, CMDB registries, automated policy engines).

The scope of the D-Loop method applies to:

« Standalone cybersecurity tools (e.g., SIEMs, IAM platforms, vulnerability
scanners)

o Integrated security architectures (e.g., hybrid cloud security, Zero Trust
frameworks)

« Platform and service ecosystems (e.g., APl gateways, DevSecOps pipelines,
identity systems)

« Internal development environments and third-party service integrations

By operationalizing engineering rigor, lifecycle traceability, and audit readiness, the D-
Loop advances cybersecurity engineering from reactive control deployment to
defensible, standards-aligned system development.

ISAU-FAM-111-v1.2025-DLOOP
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Organizations that adopt the D-Loop method not only enhance their technical security
posture but also improve their ability to meet audit, compliance, and governance
expectations with clarity and confidence.

5. Engineering System Foundations Behind the 6Ds

The 6Ds Method establishes more than a process. It builds a systems-based
engineering foundation for cybersecurity that is written, repeatable, measurable,
auditable, and explicitly engineered for practitioners—not policy writers.

The 6Ds treat cybersecurity systems as living technical ecosystems, where:
e Inputs and outputs are clearly defined.
« Tooling integration occurs at every phase.
e Traceability links system behaviors to design, architecture, and compliance
objectives.

The method is grounded in systems thinking at its core. It views the security stack—
controls, components, users, integrations, and threats—as an interconnected system.

Inputs, behaviors, and outputs must be:
« Engineered intentionally,
o Observable through telemetry,
« Verifiable through tangible engineering artifacts, such as diagrams, logic flows,
and control evidence.

The D-Loop lifecycle mirrors traditional systems engineering methodologies while
adapting them for cybersecurity’s dynamic operational environments.

Each phase produces measurable outputs:
o Requirements definition
« Secure architectural design
e Tooling deployment
« Validation and drift detection
e Continuous monitoring
o Audit-ready documentation

Tooling is not a supporting actor in this method—it is embedded into the system's DNA.
From integration plans to telemetry outputs, from configuration baselines to change

tracking, tooling becomes both the delivery mechanism and the verification engine for
defensible security.

ISAU-FAM-111-v1.2025-DLOOP
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The 6Ds also define documentation structures that bring process rigor into engineering
operations.

Artifacts include:
o System/Component Definition Sheets (SCDS)
« Traceability matrices
e Security Architecture Design Documents (SADD)
o Deployment Configuration Records (DCR)
o Final Engineering Summary Reports (FESR)
« Lifecycle Evidence Packages (LEP)

By organizing outputs into structured, audit-ready formats, the 6Ds ensure that auditors
review lifecycle artifacts—not disrupt engineering workflows. Together, these
engineering foundations transform cybersecurity from fragmented defense into a
repeatable, auditable, system-of-systems methodology. The 6Ds method redefines how
security is designed, implemented, validated, defended, and governed at enterprise
scale.

6. The D Loop Method phases:

6.1 Define Phase

Define Phase - 6D Systems Engineering Process.

Overview: The "Define" phase initiates the Universal Cybersecurity Engineering System
by establishing the identity, purpose, boundaries, and intended security function of any

tool, component, system, or system-of-systems. This phase is component-agnostic and
foundational to building traceability, auditability, and engineering integrity.

Objective: To capture, document, and formally define the engineered element, including
its function, classification, dependencies, and role in the security architecture.

Scope: Applicable to any:

« Standalone tool (e.g., SIEM, firewall, scanner)

o Cloud-native or hybrid service (e.g., APl Gateway, Azure AD, AWS KMS)
« Platform or system-of-systems (e.g., CI/CD pipelines, IAM platforms)

e Internal or third-party software or infrastructure component

Inputs:

ISAU-FAM-111-v1.2025-DLOOP
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Request for Engineering (RFE) or architecture project intake

Stakeholder goals and security objectives

System classification (confidentiality, availability, integrity requirements)

ISAUnited Defensible Standards and applicable CEC references

Tasks:

1. Assign a unique identifier and engineering title to the component/system

2. Define primary purpose and function (security and operational roles)

3. ldentify known data flows, interfaces, integrations, and technical boundaries
4. List known controls required (e.g., logging, encryption, access restrictions)
5

. Reference associated ISAUnited standards or security models (e.g., ACDA,
PACS)

6. Document responsible engineer(s), project manager, and security lead
7. Outline planned use cases and architectural context
Outputs:
« System/Component Definition Sheet (SCDS)
« Initial Traceability Matrix (Component — Control — Tool — Standard)
« Initial Risk and Classification Profile (CIA level, threat assumptions)
o Stakeholder Review Sign-off
Tooling Integration:
o System intake registry or ticketing system (e.g., Jira, ServiceNow)
o Repository entry or configuration baseline creation (e.g., Git, CMDB)
« Initial linkage to SIEM/log source registration if applicable
Audit Evidence:
o Signed SCDS or architecture intake form
o Completed traceability matrix for phase 1

o Evidence of classification and responsibility assignment

ISAU-FAM-111-v1.2025-DLOOP
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Key Principle: It cannot be securely engineered if it isn’t formally defined. This phase
eliminates ambiguity, ensures shared understanding, and initiates the lifecycle with
traceable records.

ISAUnited Note: This Define phase will become the first section in the standardized 6Ds
template and will feed into all downstream lifecycle documentation, ensuring alignment
with ISAUnited's Defensible Architecture and Cybersecurity Engineering Concepts
(CECs).

6.2 Design Phase

Design Phase - 6D Systems Engineering Process.

Overview: The "Design" phase in the 6Ds lifecycle is where the defined component,
tool, or system is architected into the more significant security ecosystem using
defensible, standards-aligned principles. This phase builds the technical blueprint,
control alignment, and integration strategy to guide secure implementation.

Objective: To engineer the security design of a component, system, or system-of-
systems based on its defined purpose, functional role, threat assumptions, and
ISAUnited’s Defensible Standards.

Scope: Applicable to:

« Network, cloud, endpoint, application, and identity components

o System-of-systems with multiple tool integrations

e Custom-built and vendor-provided technologies
Inputs:

o Completed Define Phase documentation

« System/Component Definition Sheet (SCDS)

o Traceability Matrix (initial draft)

o Architecture principles and threat assumptions

« Relevant ISAUnited Defensible Standards and CECs
Tasks:

1. Architect the component’s technical layout in the system

ISAU-FAM-111-v1.2025-DLOOP
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2. Define security zones, control placement, trust boundaries, and data paths
3. Integrate required controls into the design (encryption, segmentation, IAM)

4. Validate design alignment with ISAUnited architectural principles (e.g., ACDA,
PACS)

5. ldentify potential failure points or security gaps for engineering resolution

6. Produce visual and written architectural artifacts

7. Peer-review the design for completeness, defensibility, and audit traceability
Outputs:

o Security Architecture Design Document (SADD)

e Updated Traceability Matrix (Design — Control — Standard)

e Control Placement Map or Diagram

e Integration Diagram(s) showing component/system interactions

o Peer Review Record or Design Approval Summary

Tooling Integration:

« Architecture repositories (e.g., Draw.io, Lucidchart, LeanlX)
o Control documentation tools (e.g., spreadsheets, JSON schemas)
o System tracking (e.g., Git repos, change logs)
Audit Evidence:
o Finalized and signed the Security Architecture Design Document
« Design-level Traceability Matrix
« Architecture diagrams with control overlays
« Documented peer review and acceptance approvals

Key Principle: Security begins at the design stage. If security is not architected into the
system, it cannot be retrofitted later without incurring additional costs, complexity, or
gaps. This phase sets the foundation for defensible implementation.

ISAUnited Note: This Design phase reinforces ISAUnited's Security by Design and
Architecture First philosophy, ensuring engineers produce repeatable, provable, and
resilient design work rooted in standards and traceability.

ISAU-FAM-111-v1.2025-DLOOP
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6.3 Deploy Phase

Deploy Phase - 6D Systems Engineering Process.

Overview: The "Deploy" phase brings the engineered design to life through
configuration, implementation, and integration. It focuses on establishing secure
baseline configurations, infrastructure-as-code (laC) alignment, and operational
readiness. This stage transforms architectural intent into technical reality.

Objective: To implement the defined component, tool, or system securely, utilizing
approved configurations and standards, while maintaining alignment with the designed
architecture and adhering to defensible engineering principles.

Scope: Applies to:
« Initial deployment of new systems, tools, or components
« Configuration changes in existing environments
e On-prem, hybrid, and cloud-based implementations
Inputs:
e Approved Security Architecture Design Document (SADD)
« Configuration templates or scripts

Updated Traceability Matrix from Design Phase

Tool/system technical documentation
« Change management or deployment request ticket
Tasks:
1. Build or configure the system according to the approved design
Use secure-by-default settings, validated images, and hardened baselines

. Implement identity, access, and role-based controls

. Integrate with log, monitoring, and alerting systems (SIEM, EDR, etc.)

2.

3

4. Register component/system in CMDB or equivalent

5

6. Test deployment success, connectivity, and control functionality
7

. Document the actual configuration and operational state
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Outputs:

e Deployment Configuration Record (DCR)

e Version-controlled configuration files or 1aC scripts

o Updated Traceability Matrix (Deploy — Control — Standard)

o System registration or CMDB entry

« Evidence of control integration (e.g., logging enabled, alerts tested)

Tooling Integration:

o laC platforms (e.g., Terraform, Ansible, AWS CloudFormation)
« Endpoint and system config tools (e.g., GPO, Intune, Jamf)

e Logging/monitoring setup (e.g., Syslog, Splunk, Sentinel)

e Change control system or deployment pipeline tracking

Audit Evidence:

Verified and signed Deployment Configuration Record
e Source control logs showing configuration commits

« Control test results or screenshots

e System inclusion in asset inventory or CMDB

o Evidence of compliance with deployment procedures and secure baselines

Key Principle: Secure deployment is not just about setting up a system; it's ensuring the
system is defensible, verifiable, and operationally integrated. This phase ensures
traceability from design intent to technical enforcement.

ISA United Note: This phase supports ISA United’s mission to embed discipline and
traceability into engineering operations. It ensures that implementation work is not ad
hoc but rooted in auditable standards and security expectations.
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6.4 Detect Phase

Detect Phase - 6D Systems Engineering Process.

Overview: The "Detect" phase ensures that all deployed systems and components are
observable, monitored, and capable of producing telemetry and alerts. It focuses on
integrating logging, behavioral detection, and threat visibility into the operational posture
of the system or tool.

Objective: To enable security observability by embedding telemetry, monitoring, and
alerting capabilities into the deployed system, ensuring adversarial activity or
misbehaviour can be discovered in real-time or near real-time.

Scope: Applies to:
e All production-deployed tools and systems
e Internal, external, cloud-native, or third-party platforms
e On-prem, hybrid, or SaaS-based environments
Inputs:
e Deployment Configuration Record (DCR)
e Approved design and control map from the Design Phase
o Asset registry/CMDB details
e Logging and monitoring policies or standards
Tasks:
1. Enable and validate system logging per ISAUnited standards
Ensure log forwarding to approved SIEM or log management tool

. Implement health checks, performance metrics, and behavior tracking

. Verify identity and access logs are present and complete

2.

3

4. Configure rule-based or behavioral alerting as appropriate

5

6. Establish logging retention, storage encryption, and access control
7

. Document telemetry configurations and alert thresholds

Outputs:
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Telemetry Configuration Document (TCD)

e Alert Mapping and Logic Rules Summary

o Updated Traceability Matrix (Detect — Control — Standard)
e Log validation report (sample logs or events shown)

e Monitoring coverage checklist

Tooling Integration:

e SIEM platforms (e.g., Splunk, Sentinel, QRadar)

« EDR/XDR platforms (e.g., CrowdStrike, Defender for Endpoint)

o Application Performance Monitoring tools (e.g., AppDynamics, Datadog)
o Custom dashboards or alert consoles

Audit Evidence:

e TCD signed and archived

e Screenshots or export of active alerts and triggers

o System log samples with anonymized data

o Configuration details showing telemetry paths and log integrity

o Completed monitoring checklist validated by the engineer

Key Principle: What cannot be seen cannot be defended. Detection is not optional. All
components and systems must produce security-relevant telemetry and alerts in a
standardized, engineer-verifiable format.

ISAUnited Note: The Detect phase reinforces ISAUnited’s principle of architectural
observability. It ensures that all engineered systems contribute to the broader security
monitoring fabric, supporting threat detection, incident response, and forensic
readiness.
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6.5 Defend Phase

Defend Phase - 6D Systems Engineering Process.

Overview: The "Defend" phase ensures that all proactive and reactive security controls
are appropriately implemented, enforced, and validated to protect the system from
adversarial threats. It confirms that security configurations, mitigation rules, access
restrictions, and containment strategies are active and working as designed.

Objective: To actively enforce and validate the defensive posture of the system or
component, ensuring that all security controls are present and functionally effective
against known and emerging threats.

Scope: Applies to:
e All systems or components placed in production
e High-value assets and business-critical platforms
« Hybrid and cloud-native security enforcement points
Inputs:
o Telemetry Configuration Document (TCD)
« Security Architecture Design Document (SADD)
o Traceability Matrix updated through Detect Phase
o Control and defense objectives from ISAUnited Defensible Standards

Tasks:

—

. Validate control enforcement across access, authentication, data protection, and
segmentation

A

Test preventive and detective mechanisms under simulated adversarial
conditions

w

Implement micro-segmentation or containment strategies (if applicable)

e

Confirm the resiliency of security configurations through drift detection or state
monitoring

o

Validate least privilege enforcement across users, services, and systems

o

Create and execute a Defend Validation Checklist for system hardening and
containment

ISAU-FAM-111-v1.2025-DLOOP



. Page 27 of 31
W ISAUnited 9
o e INSTITUTE OF SECURITY

ARCHITECTURE UNITED

7. Record defensive status and known limitations or gaps
Outputs:
o Defend Validation Checklist (DVC) signed by the responsible engineer
e Updated Traceability Matrix (Defend — Control — Standard)
o Evidence of control testing or adversarial simulation results
o Documented mitigations for any known or accepted weaknesses

Tooling Integration:

e Endpoint protection and control platforms (e.g., Defender for Endpoint,
CrowdStrike, Tanium)

« Policy enforcement engines (e.g., Azure Policy, AWS Config, GCP Security
Command Center)

o Network or micro-segmentation platforms (e.g., lllumio, NSX-T, Prisma)

e Threat emulation or red team tools (e.g., Atomic Red Team, Caldera)
Audit Evidence:

e Completed and signed DVC

o Test logs, screenshots, or output from defense validation exercises

o Updated policy and configuration state showing active enforcement

« Mitigation log or accepted risk record

Key Principle: Defense must be more than configuration—it must be active, verified, and
tested. The Defend phase ensures controls aren’t just written in policy or design but are
actively protecting the system.

ISAUnited Note: This phase aligns with ISAUnited’s commitment to defensible
architecture and security validation. It ensures the system is battle-tested, accountable,
and engineered to resist failure under threat conditions.
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6.6 Document Phase

Document Phase - 6D Systems Engineering Process.

Overview: The "Document" phase is the final checkpoint in the 6Ds lifecycle. It ensures
all engineering outputs, configurations, validations, and decisions are formally recorded,
version-controlled, and available for audit, attestation, and institutional learning. It closes
the engineering loop and transitions the system into continuous governance.

Objective: To compile, organize, and submit all lifecycle artifacts in a standardized
format for traceability, auditability, and future refinement, ensuring the system is
defensible by design and engineering.

Scope: Applies to:
« All systems/components that have passed through the prior 5 lifecycle phases
o Systems pending audit, attestation, or internal review
« Engineering projects requiring lifecycle certification or external assurance
Inputs:
« Signed lifecycle outputs from Define through Defend phases
o Traceability Matrix (fully completed)
o Risk classification, accepted risk log (if applicable)
e Project documentation, diagrams, and logs
Tasks:

1. Consolidate all lifecycle documentation into a centralized archive or evidence
package

. Version and timestamp each output for audit traceability

. Complete the Final Engineering Summary Report (FESR)

. Submit package for internal or external audit review (if applicable)

2
3
4. Cross-reference outputs with ISAUnited Defensible Standards and CECs
5
6. Assign documentation owner for long-term maintenance

7

. Identify lessons learned and improvement opportunities for future cycles

Outputs:
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Final Engineering Summary Report (FESR)

« Lifecycle Evidence Package (LEP)
e Final Traceability Matrix (Component — Control — Tool — Standard)
o Audit Readiness Checklist
o Change Log / Lessons Learned Summary
Tooling Integration:
o Document repositories (e.g., SharePoint, Confluence, Git)
« Digital evidence vaults or compliance portals
o Workflow or certification tracking systems

Audit Evidence:

o Archived and signed lifecycle documentation
e Completed audit readiness checklist
o Mapped traceability with defensibility references

o Documented sign-offs from engineering, security, and risk owners

Key Principle: If it's not documented, it doesn’t exist. The Document phase ensures that
every engineering effort is recorded, traceable, and defensible. It transitions security
engineering from activity to accountability.

ISAUnited Note: This phase supports ISAUnited’s long-term vision for engineering-led
governance, audit-licensed attestation programs, and future professional licensing. It
anchors all prior phases into a complete, reviewable lifecycle with measurable value.
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7. Conclusion

The D-Loop turns cybersecurity from a set of isolated tasks into an engineered,
evidence-producing lifecycle. By moving deliberately through Define — Design —
Deploy — Detect — Defend — Document, teams create a closed loop where intent,
implementation, and proof stay synchronized. The result is not only stronger defenses
but also traceable decisions, predictable operations, and artifacts that withstand audit,
assurance, and peer review.

In practice, the D-Loop is most effective when treated as the default operating system
for security work—used consistently across tools, teams, and environments. That
consistency eliminates ambiguity, shortens onboarding, and allows leaders to manage
by measurable outputs rather than anecdotes. Each phase produces specific, version-
controlled artifacts (SCDS, SADD, DCR, TCD, DVC, FESR/LEP) that make security
visible and verifiable. If those artifacts exist and are current, the system is defensible; if
they don't, it isn’t.

Putting the D-Loop to work (quick start)

« Standardize intake (Define): Require a System/Component Definition Sheet and
an initial traceability matrix before any build begins.

« Architect before you configure (Design): Produce a reviewed SADD with control
overlays and failure/containment notes; block deployments that skip this gate.

« Make configuration code (Deploy): Enforce secure-by-default baselines via laC
and register assets/owners in CMDB with change tracking.

« Instrument everything (Detect): Forward logs to an approved SIEM, document
alert logic, and validate sample events for each control.

« Prove enforcement (Defend): Run table-top plus adversarial checks; sign the
Defend Validation Checklist and record accepted risks with owners and time
limits.

e Close the loop (Document): Compile the Lifecycle Evidence Package and Final
Engineering Summary Report; capture lessons learned into standards and
templates.

Operate by metrics, not assumptions.
Adopt a small set of leading indicators tied to D-Loop outputs: % assets with current
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SCDS/SADD, baseline drift rate, Detect coverage (% controls with validated telemetry),
mean time to remediate misconfigurations, % systems with signed DVC, and audit
defect density per LEP. Review these at the same cadence you review incidents.

Make it cultural

Bake D-Loop checkpoints into pipelines, change control, and design reviews. Train
practitioners to think about artifacts and traceability, not just tools. When exceptions are
necessary, document them with the owner's name and expiry dates. Over time, this
discipline reduces rework, improves audit outcomes, and creates a shared language
between architects, engineers, and governance.

Ultimately, security without evidence is opinion. The D-Loop ensures that evidence is
produced by design—turning security intentions into engineered outcomes you can
defend. Use it as your team’s standard playbook, iterate on the templates, and let the
artifacts tell the story of a system that is not just configured, but designed, validated,
and accountable.

End of Document.

1O.
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